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Abstract

This document provides instructions to help users configure VMC for guest OS access to
NetApp Cloud Volumes Service.
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1 Overview

This document provides instructions to help users configure VMware Cloud (VMC) for guest OS
access to NetApp Cloud Volumes Service for AWS (CVS).configure VMC for guest OS access to
NetApp Cloud Volumes Service

2 Requirements

This section details the requirements to access VMC and Cloud Volumes Service for AWS.

Administrative

The following administrative tasks are required to access Cloud Volumes Service for AWS:
e An active VMC account

NOTE: The ID for the VMC AWS account is sent to NetApp to enable access to Cloud
Volumes Service for AWS in the AWS Marketplace.

e An active CVS account

Skills and Knowledge

The following skills and information are required to access Cloud Volumes Service for AWS:
e Access to and knowledge of VMC and AWS.

e Access to and knowledge of AWS.

e Knowledge of your SDDC and AWS.

Compute Resources
The following compute resources are required to access Cloud Volumes Service for AWS:
e Avalid AWS account.
NOTE: All AWS compute and other resources used are the sole responsibility of the user.

e An Internet browser
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3 Configure VMC for guest OS access to NetApp Cloud Volumes
Service

3.1 Configure VMC:
Login in VMC console

@ VMware Cloud Services x  +

cloud.vmware.

tal/#/consumer

vm VMware Cloud Services

My Services

() VMware Cloud on AWS

More Services

[ VMware Cost Insight

Analyze cloud costs, find savings opportunities and
communicate the cost of services to the business

REQUEST ACCESS

1y skyline Advisor

Proactive support portal to improve reliability, security and
productivity of VMware environments.

Q VMware Log Intelligence

Analyze logs to promote rapid troubleshooting and root
cause analysis across private, public and hybrid cloud
environments.

REQUEST ACCESS

7y Skyline Collector

Securely collects product usage data to proactively improve
reliability, security and productivity of VMware

533 VMware Network Insight
Gain visibility across clouds to understand application
dependencies, plan security, and troubleshoot network

issues

REQUEST ACCESS

&> VMware Cloud Assembly

Build, provision and iterate on applications using
infrastructure as code with agile governance.

environments.

REQUEST ACCESS
[K\) VMware Cloud PKS (formerly VKE)

<>>> VMware Code Stream @ VMware HCX

Enterprise-grade Kubernetes-as-a-Service that provides Accelerate your application release process and track Application mobility and infrastructure hybridity across any-

easy to use, secure by default, and cost effective DevOps KPI metrics across private and public clouds to-any vSphere cloud

Kubernetes for modern ap...

Click on VMware Cloud on AWS,

If you already have a SDDC deployed, click on the deployed “SDDC”, else create SDDC by clicking
on "Create SDDC". Refer the link to deploy the SDDC,
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vimware.vmc-aws.getting-
started/GUID-EF198D55-03E3-44D1-AC48-6E2ABA31FF02.html

| already have my SDDC deployed.
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@ VMware Cloud on AWSSDDCs X +

.vmware.com/cor

<« C @ httpsy

vm VMware Cloud on AWS
Tools  Developer Center
CREATE SDDC [

SDDCs Subscriptions Activity Log

Software-Defined Data Centers (SDDC)

testDocument! © us East (N. Virginia)
((Ready ) (_ Expires in 19 days )

Memory Storage

cPU
83 512 GB 10 TB

VIEW DETAILS OPEN VCENTER ACTIONS v

3.2 Configure SDDC:
Click on the SDDC.

+
Prabu Arjunan
NetApp-DEV

& VMwre Cloud on AWS SDOC X

< C @ https//vmc.vmware

vm VMware Cloud on AWS
Developer Center

SDDCs  Subscriptions  Activity Log  Tools

SCALE UP.

OPEN VCENTER ACTIONS v

@ A default network segment (192.168.1.0/24) is created for this SDDC. If this CIDR block conflcts, you can delete the segment and create a new one. Documentation

@ This SDDC will expire in 19 days.  LEARN MORE

testDocumento uses o vign

Add Ons

Summary  Networking & Security Troubleshooting  Settings  Support

Storage

Hosts CPU Memory
83 512 GB 10 TB

Capacity and Usage | us-¢

The Summary section shows the “Capacity and usage and the region where the SDDC is

configured.” Click on “Networking & Security.”

© 2019 NetApp, Inc. All rights reserved.
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The user should have the Admin privileges and permissions to edit the network and security.

@ VMware Cloud on AWSSDDC | X +

<« (] & p: mware. 16402631-51a5-46b3-8 b78-44bae0a940d6/networking-and i { b4l

vm VMware Cloud on AWS

SDDCs  Subscriptions  Activity Log ~ Tools  Developer Center
—

< BACK TO LIST
testDocumentlo vses: o vigria @

Summary  Networking & Security ~ Add Ons  Troubleshooting  Settings  Support

Overview
R— Overview
Segments
> VPN sbbc
NAT VPN Public IP: 3.212.1107
Security
Gateway Firewall @
Distributed Firewall Management Gateway € - > ¥
Inventory vCenter NSX Internet
Groups
Services Appliance Subnet:  10.3.1128/25
Tools Infrastructure Subnet: 10.3.0.0/23
IPFIX
Port Mirroring SRR 1o, 121/ B Con o Ured I ::
System 4 Gateway Firewall Rules, 3 Groups :I
DNS < 2 Direct Conne':l VIF(s) attached > on prem
Public IPs
Direct Connect Compute Gateway 2
Connected VPC Workloads
(/‘
1Segments, 3 Gateway Firewall Rules & O N @
Distributed Firewall Rules, O Groups, O Amazon
Public IPs VPC

vpc-07fcce6071b5480a3

Source NAT Public IP: (0 3.210.120.125

As you can see the solid lines indicate the configuration is already done.

Configure Virtual Interface Direct Connect:

In the “Direct connect “section make note of “AWS account ID” and “BGP Local ASN” number.
The values are required to connect NetApp cloud volumes service with VMware VMC.

Go to NetApp Cloud Volumes service Ul and select the region to be on-boarded,

@ VMuware Cloud on AWS SDDC - x [Pl Cloud Orchestrator: Volumes X+

« > Cc  anm  netapp. ge/volumes

E I NetApp &8 storage v €9 us-west-2 v

Snapshots A + Create new volume

& Active directory
¥ Backups "™
Name Export path/s Region Allocated capacity Created t
2 sync
& support
& APlaccess
@ APl documentation

You don't have any volumes right now
Once you create a volume, you'l see it listed here

+ Create new volume

6 AWS Directory service setup with NetApp Cloud Volume Service for AWS © 2019 NetApp, Inc. All rights reserved.



3.3 Create NetApp cloud volumes service volume:
Click on “Create new volume.”
I W VMware Cloud on AWS SDDC © X [ Cloud Orchestrator: Create vo/ X +

& C & https://cv.us-west-2.netapp.com/storage/volumes/create

e B Storage v

[

NFS ME rotoce

ajrn \ctive directory

Name Region Timezone
“3) Backups " toer et
o n

Volume path Create from snapshot
] Support cool-ubiquitous-goldwasser
& APl Carvice |o Allor R Caririh
f S Service level Allocated capacity Security style
B APl documentation Premium 1000 UNIX

Tags

Network v

CIDR (IPv4) (@  Autonomous System Number (ASN)

ount ID

Export policy v
+ Add export policy rule
Rule index Allowed clients Access Protoco!
0.0.0.0/0 Read & write [RSSRISNIN NFsv3 |
© "Allowed clients” will omma separated list of IPs (v4) and/or cidrs. In most cases this is the

If using public IP e be aware that they have to be reachable from

xport policy to work correctly

private IP

the volume's network fo

Snapshot policy ~

e Enter the required details, under “Network” section pass the noted “AWS account ID” and
“ASN” number of the SDDC. As documented in the self subscription document the CIDR
range should not overlap.

e C(lick “Create Volume” will establish the Virtual interface between the VMC and CVS.

e Click on the “Direct Connect” and you will see the virtual interfaces under Direct Connect
interfaces.

e C(lick on each virtual interface and click attach the virtual interfaces. The status should say
“Attached” and “BGP status” should be “Up.”

e The volume creation will be successful on the NetApp cloud volumes service side.

e Refer to the self subscription doc in the below link,
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e https://docs.netapp.com/us-en/cloud volumes/aws/media/cvs aws account setup.pdf

e The attached virtual interfaces will be displayed under “Direct Connect” section.
e Create/Edit the firewall settings for the VMs to communicate to NetApp cloud volumes
service.

‘ @ VMware Cloudon AWSSDDC ' X +

<« C @ https;//vm e 5125-46b3-8b78-44b: ing-and i %* 0@ € ©O

Prabu Arjunan

vm VMware Cloud on AWS NetApp-DEV

SDDCs  Subscriptions  ActivityLog ~ Tools  Developer Center ¢ oark

teStDOCUMENtT6 ustmsorvonn e | =]

Summary  Networking & Security ~ AddOns  Troubleshooting  Settings  Support

Overview

T, Direct Connect ®
Segments
AWS Account ID
VPN
690400559648
NAT
Security BGP Local ASN
Gateway Firewall 7224
Distributed Firewall
Inventory Direct Connect Interfaces
Groups
Services
Tools Virtual Interface Name Virtual Interface ID Direct Connect ID. MTU Local Ip Remote Ip Remote ASN State. BGP Status
IPFIX
NetApp-CV-1090-A dvit-fglzOnak dxag-TgSTrgat 1500 169254157 169254158 64530 @ Attached o u oeLETE
Port Mirroring
B3 I NetApp-CV-1000-8 Gevit-n3dci2s dxag-fgurtms 1500 169254161 169254162 64530 ® Attacnes ®uw oeLeTe
DNS
Public IPs C rerresH

Direct Connect

Connected VPC
Advertised BGP Routes

(10310126 ) (1031128/25 ) ((192.168:1.0/24 ) ((10.3.0.0/24

Learned BGP Routes
17216.55.144/28

3.4 Configure groups and firewall:

How to configure Gateway Firewall for the Integration/communication of VMs and CVS:
Configure Groups for VMs and CVS:
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@ VMware Cloudon AWSSDDC '+ X +

* 0 @ € o

<« C @ https://vme.vmware.com/console/sddcs/15402631-51a5-46b3-8b7: nd-

> Prabu Arjunan

vm VMware Cloud on AWS ! & NetApp-DEV

~

SDDCs  Subscriptions  ActivityLog ~ Tools  Developer Center

< BACKTOLIST
OPEN VCENTER ACTIONS ~

testDocument1o vseas o vigna

Summary  Networking & Security ~ Add Ons  Troubleshooting ~ Settings  Support

Overview
Groups [©)

Network
Segments

o ‘ O search
r— (Foverour ) o
NAT
Groups
Security 3 Groups ®
Gateway Firewall

Name T Member Type Members Status

Netapp-CVS 1P Address 17217520128 o uw
Distributed Firewall Workload Groups
Inventory 2 Groups VMware-VMs Virtual Machine debain, 1 more ® up
Groups @
Services
Tools
IPFIX
Port Mirroring

Virtual Machines
2 VMs
(6]

System

DNS

Public IPs

Direct Connect

Connected VPC

C ReFReEsH 1-20f2Groups

e Create two groups, one for VMware VMs and another group for NetApp cloud volumes
service.

e For the NetApp cloud volumes group, set “IP address”(CIDR range) as member type.

e Forthe VMware VMs, set “Virtual Machine” as member type. You can choose the required
VM'’s to communicate to NetApp CVS.

e Configure compute gateway to allow/disallow based on the protocol.
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Configure Compute Gateway:

@ VMvare Cloud on AWS SDDC * X+

< C @ nhttps;//vme.vmware. 15402631-5 Ly b: g-and i dge-firewall % 0 @ « e o

Set Service

Select Services

NFS (TCP) X NFS-Server-TCP X

Services

ADD NEW SERVICE

Name

Any

i Provisioning &
Remote Console

1 C RerResH 12.8 > 150014008

e Create a new rule by selecting source as “VMware VMs”, destination as “NetApp CVS” and
services as NFS and ICMP. If you need any other service, select accordingly.
e Once selected the required filed, click on “publish” to create the rule.

@ VMware Cloud on AWS SDDC * X+

< C @ https//vme.vmware 15402631-5 b i i i i * 0 @ - € o

Prabu Arjunan

vm VMware Cloud on AWS Ly ) NetApp-DEV

SDDCs  Subscriptions  ActivityLog ~ Tools  Developer Center € ARk

testDocumentTo vs s o vigria [[oren veenrer |

Summary  Networking & Security ~ AddOns  Troubleshooting  Settings  Support

Overview
e Gateway Firewall ®
Segments
> VPN
Management ———
NAT [#o0 new ruLe Q
Gateway
Securtty; 4 Rules Name Source estination Services Action Applied To Logsing @
Gateway Firewall
Distributed Firewall :
Compute : NetAppCVS VMware-VMs Netapp-CVS NFS (TC... 3 more Allow Direct Connect Interface  Disabled
Inven
ventory Gateway
Groups H
3 Rules N ‘VMware_VM_outbound Any Any Any Allow Al Uplinks Disabled

3.5 How to mount NetApp cloud volumes service volume in the VM?

e |created two VMs, One Ubuntu and Debian VM.
e Click on the Ubuntu VM and click on the “Launch Web console”
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oud on AWSSDDC X 5] vSphere - ubuntu - Summary X [ ubuntu

< C @ https;//veenter.sddc-3-90-158-212.vmwarevme.com/u

Search in all environments

@ @ 8 € & ubuntu ¢ &

Summary  Monitor  Configure  Permissions  Datastores  Networks

(B} veenter.sdde-3-90-158-212.

[ SDDC-Datacenter
0 custer Guestos:  UbuntuLinux (64-bit)
Compativity: ~ ESXi 6.7 and later (VM version 14) o
3103068 VMware Tools: Not running, not installed
Compute-Resource More info oo
& devain ONS Name
{3 ubuntu Acciesses STORAGE USAGE
Mgmt-ResourcePool  Launch W ot 103068 1.11GB

aoel® =X

5 Nsx-Controller-0

NSX-Controller-1

NSX-Controller-2 /A VMware Tools is not installed on this virtual machine.
NSX-Edge-0
NSX-Edge-1 VM Hardware v Notes ~
3 NSX-Manager
{5 veenter Edit Notes.
Related Objects ~
p— Custom Attributes ~
Attribute Value
Host e
Resource pool epc
Networks 2 network-1
Storage
No tems to display
Comnute Policies A i
Recent Tasks  Alarms v
Task Nome v Torget v sttus © initiator ~ Queued For v StantTime | ~ Completion Time Server
(@ VMware Cloud on AWS SDDC ~ x | (5] vSphere - ubuntu - Summary X [3 ubuntu x  +
3 4 dc-3-90-158-2 varevme.co onTicket=cst... ¥ ® e o

6594a-7225-410-8861-C

C @ httpsy//veenter.sddc-3-90-158-212.vmwarevme.com/ui/w

Enforce US Keyboard Layout Seng CtrisAlts Deiote

&S00~

Unlock

Cancel

Log in as another user

e Enterthe password and login.

e Goto NetApp CVS Ul and click on the instructions to mount the volume.
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@ VMware Cloud on AWS SDDC - X | (5} vSphere - ubuntu - Summary X | [} ubuntu X I Cloud Volumes: Volumes x  +

<« C @ https://cds-aws-bundies.netapp.com/storage/volumes * 0 @ e o

Mount instructions

Setting up your instance

r Cer
sudo yum install -y nfs-utils

sudo apt-get install nfs-common

Mounting your volume

1. Create a new directory on yo

sudo mkdir testorg

sudo mount —t nfs -o rw,hard, rsize=65536,wsize=65536,vers=3, tcp 172.16.55.148:/ecstatic-ubiquitous-kowalevski testorg

e Once you have successfully mounted the volume type “df -h” command to see the mounted
volumes.

@ VMvware Cloud on AWS SDDC - x | (5 vSphere - ubuntu - Summary X [ ubuntu x P Cloud Volumes: Volumes X | +

Cc a .sdd 1 1 |=vm-8: = verGuid=0706594a-7225-4e10-8861-cd53449d4a37&host=vcenter.sddc-3-90-158-212.vmwarevmc.com&sessionTicket=cst...  ¥r ) @ e ¢

Enforce US Keyboard Layout ]| View Fuliscroen ) Send CtrisAlt:Delate

Activities ] Terminal v Mon 18:13 L0 O~

root@prabu-virtual-machine: ~

) File Edit View Search Terminal Help
rtual-machine:~# df | grep 172.16
tatic-ubiquitous-kowalevski 107374182912 24960 107374157952 1% /home/prabu/testorg
root@prabu-virtual-machine:~# ]|

e The volume are mounted successfully and ready to use.
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Common errors messages

References
The following references were used in this document:

e NetApp cloud volumes service Self subscription doc in the below link,

https://docs.netapp.com/us-en/cloud volumes/aws/media/cvs aws account setup.pdf
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