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Executive summary

As the shift towards the cloud continues, enterprises that still need to choose
a cloud provider, or who are thinking of moving to a new one, have difficult
decisions to make when it comes to their storage demands. Will the new cloud
platform provide for all the enterprise’s needs? What kind of changes will have
to be made to the existing applications to use the storage offered in the cloud?
And how much will all of it cost?

As the fastest growing major cloud provider, Microsoft’s Azure cloud has
steadily grown in influence since its debut in 2010. A large part of its appeal
is the shared ecosystem with a wide range of existing Microsoft products at
work in many enterprises. But while the advantages of deploying in the cloud
with Azure are significant, those advantages are complimented when using
Cloud Volumes ONTAP as the data management layer for your Azure storage
resources. These enterprise-grade benefits include high availability, advanced
data protection, fast migration capabilities, and storage efficiency features.

NetApp® Cloud Volumes ONTAP® runs as an instance on Azure disks to
provide secure and proven data management capabilities for any workload,
including file shares and block-level storage serving NAS and SAN protocols,
disaster recovery, backup and archiving, DevOps, databases, and persistent
volumes for containerized workloads.

This guidebook will offer insight into why enterprises choose to deploy with

Cloud Volumes ONTAP on Azure through examination of several prominent
case studies from various business sectors and use cases.
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Enterprise workloads
In 2019, 60% of workloads were running on a public cloud service (up

from 45% in 2018). Cisco predicts that by 2021 94% of all workloads
will be processed in cloud data centers.

Databases
By 2023 the global cloud database market is expected to be worth
$21.66 billion, having grown at 47% between 2018 and 2023.

File shares
On average, an enterprise uses 76 file sharing cloud services, making it
one of the fastest growing cloud use cases year over year.

Data protection

60% of organizations of all sizes use the cloud for disaster recovery,
backup and archiving, while 38% of companies cite enhanced disaster
recovery capabilities as a key motivation for their cloud migration.



https://www.gartner.com/en/newsroom/press-releases/2019-11-13-gartner-forecasts-worldwide-public-cloud-revenue-to-grow-17-percent-in-2020
https://swzd.com/resources/state-of-it/
https://451research.com/images/Marketing/press_releases/Pre_Re-Invent_2018_press_release_final_11_22.pdf
https://newsroom.cisco.com/press-release-content?type=webcontent&articleId=1908858
https://www.marketwatch.com/press-release/cloud-database-industry-trends-global-analysis-with-focus-on-opportunities-comprehensive-plans-growth-potential-demand-gross-profit-future-estimations-competitive-landscape-business-revenue-forecast-and-statistics-2019-01-04
https://www.unitrends.com/wp-content/uploads/Cloud_Storage_2019_Survey_Results.pdf
https://www.sysgroup.com/resources/blog/10-cloud-computing-statistics-2018

Cloud use cases: Drivers
and benefits

However, public cloud usage in general—and cloud storage in particular—
is not without its challenges, including availability, operational complexity,
cost sprawl, compliance, and security. In this guidebook we present real-
_ life success stories of enterprises from a wide range of domains that have
used Cloud Volumes ONTAP on Azure to address these challenges and

maximize the benefits from their cloud data storage deployments.

In addition to shifting infrastructure The public cloud provides cutting
management responsibilities from the edge, high-performance store-
corporate IT team to a cloud service compute capacity at a manageable
provider, the cloud boosts operational cost. In addition, the geographic
efficiency in a number of ways such distribution of public cloud data

as highly automated deployment of centers can be leveraged to improve
applications and workflows, self-service availability and latency.

provisioning, and agile service creation.

37% of organizations cited greater A well-managed public cloud

flexibility as a key driver for their environment offers many opportunities
cloud adoption. Cloud infrastructure to reduce setup, maintenance, and
resources scale up and down smoothly compute-store costs, often by as

and cost- effectively to meet dynamic much as 30%.

business needs.
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https://www.sysgroup.com/resources/blog/10-cloud-computing-statistics-2018
https://www.sysgroup.com/resources/blog/10-cloud-computing-statistics-2018
https://www.opsramp.com/about-opsramp/newsroom/press/cloud-first-enterprises/
https://www.opsramp.com/about-opsramp/newsroom/press/cloud-first-enterprises/
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Cloud storage challenges

While the Azure cloud offers an array of benefits, it still presents a number
of challenges for enterprise IT departments to consider.

Availability
1 To uphold high availability SLAs in the cloud, enterprises must institute
redundant architectures with seamless failover and failback processes.

Data protection, disaster recovery 7
2 In the shared responsibility model, cloud customers are responsible for

protecting their data from deletion, corruption, and exfiltration, including

the ability to recover from natural or man-made disaster scenarios.

Backups and archiving 8
Data backup and long-term retention are business-critical requirements.

3 Enterprises must ensure that data to be archived in the cloud is aggregated
from all relevant storage systems in a fully automated process.

File share acessibility

4 Enterprises employ both Windows and Linux machines and need to serve
out both NFS and SMB/ CIFS file data.

10
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Compliance and governance

Some key challenges are the blurred lines of compliance responsibility
across the different service models (laaS, PaaS, SaaS), the highly
distributed nature of cloud environments, and the growth of shadow IT.

Security

Challenges include IAM controls that are granular enough to prevent
unauthorized access, as well as encryption of data at-rest and in-flight
and careful data encryption key management.

Storage footprint and costs

For maximum cost-effectiveness, cloud data needs to be stored as efficiently
as possible, but storage efficiencies such as thin provisioning, compression,
deduplication, efficient point-in-time snapshots, and data cloning aren’t built-in
to cloud storage services.

Data tiering, inactive data

Active and inactive data have to be automatically detected so that they can
be seamlessly shifted between low-cost object storage and performant disk
storage.

Container/Kubernetes persistent volumes

With modern applications relying more and more on ephemeral containers and
on Kubernetes orchestration, organizations face the challenge of managing
persistent data storage.

Multicloud and hybrid

The almost universal adoption of multicloud and hybrid strategies raises many
data storage challenges such as end-to-end visibility, unified management,
interoperability, and consistent security and compliance policies.
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https://cloud.netapp.com/ontap-cloud

Mellanox Technologies drives
innovation

Mellanox Technologies is a global company that develops and markets
networking products for high performance and reliability. Its hi-tech
products and solutions serve many market sectors, including enterprise-
level computing, network security, and the finance industry.

With the company viewing data as a catalyst for innovation, the Mellanox
storage team sought a unified and shareable cloud storage solution so
that its worldwide operations could get cutting-edge products to market
faster. The solution had to be reliable, scalable, cost effective, and easily
integrated with the company’s on-premises storage deployment.

After a three-month proof of concept with Cloud Volumes ONTAP for

Azure, Mellanox put the solution into production, which included a cloud-
based MongoDB database of production logs and other data.

« o P NetApp

The benefits Mellanox gets from its Cloud Volumes ONTAP deployments on Azure
include the following:

NFS file shares give production engineers access to logs from all Mellanox

v factories, promoting innovation through actionable insights.

Staff can easily scale and share dev/test environments by using NetApp
v FlexClone® technology to quickly spin up and tear down cloned volumes with a
near-zero footprint.

Superior data protection by using the centralized scheduling capabilities and
policies of NetApp Cloud Manager.

Storage costs are reduced through automatic tiering of “cold” production data to
Microsoft Azure Blob storage.

Cost-effective secondary backup and disaster recovery solutions by using
SnapMirror® for efficient data replication.

B Read the full Mellanox case study here

Mellanox


https://cloud.netapp.com/hubfs/Mellanox%20Case%20Study.pdf
https://cloud.netapp.com/solutions/cloud-file-sharing
https://docs.netapp.com/us-en/occm/
https://www.netapp.com/data-protection/backup-recovery/snapmirror-data-replication/
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With Cloud Volumes ONTAP the Environment and Natural Resource Division:

‘ Carried out the entire 300 TB migration securely and on time via SnapMirror data
replication technology.

Gained an easy interface to manage all the data resources in use throughout the
deployment.

Avoided the data corruption incidents that had been an issue with previous vendors.

Added scalability and flexibility for future growth.



https://cloud.netapp.com/hubfs/success-stories/U.S.%20State%20Department%20of%20Justice.pdf
https://cloud.netapp.com/hubfs/success-stories/U.S.%20State%20Department%20of%20Justice.pdf
https://cloud.netapp.com/hubfs/success-stories/U.S.%20State%20Department%20of%20Justice.pdf
https://docs.netapp.com/us-en/occm/task_replicating_data.html
https://docs.netapp.com/us-en/occm/task_replicating_data.html

Cloud Volumes ONTAP helps the Hiroshima Prefectural Government combine their on-
premises data center with Azure, providing them with the capabilities to:

Create six complete backup copies of their data every day via NetApp
SnapshotTM technology.

Maintain data protection and recovery capabilities that ensure the system stays
up and running.

Cut 33% of storage footprint and costs by leveraging storage efficiencies.

Reduce their overall power consumption by a considerable 23%.



https://customer-pdf.netapp.com/84da35feb57475515f355693036e68a56b81543d-cs-Hiroshima-en.pdf
https://cloud.netapp.com/hubfs/success-stories/U.S.%20State%20Department%20of%20Justice.pdf
https://cloud.netapp.com/blog/snapshots-technology-cloud-volumes
https://cloud.netapp.com/blog/snapshots-technology-cloud-volumes

Cloud Manager’s Ul and API automation capabilities provided an additional layer of value,
making it possible to easily create protection relationships and automate the entire storage
processes.

Significant savings due to storage efficiencies, particularly Cloud Volumes ONTAP’s
automated data tiering feature that shifts infrequently used data between low-cost Azure
Blob storage and high-performing Azure disks as needed.

Cloud Volumes ONTAP’s interface exactly mirrored their on-prem console, presenting no
onboarding challenges for their workforce.

Performance and scalability to handle the increasing demands of the fast growing SaaS.

Disaster recovery capabilities with drag-and-drop replication and reliable failover and
failback processes.

Willis
Towers
Watson



https://customer-pdf.netapp.com/84da35feb57475515f355693036e68a56b81543d-cs-Hiroshima-en.pdf
https://cloud.netapp.com/aws-azure-gcp-cvo-olp-one-service-to-rule-data-across-the-cloud
https://tv.netapp.com/detail/video/6134703701001/willis-towers-watson-uses-netapp-cloud-volumes-ontap-to-bridge-to-azure-cloud
https://cloud.netapp.com/blog/azure-automated-storage-tiering-with-cloud-volumes-ontap
https://cloud.netapp.com/blog/the-importance-of-defining-your-cloud-based-disaster-recovery-strategy

McKesson: Healthcare innovation and
invention

McKesson is the largest healthcare company in the United States,
distributing one-third of all medications across North America. McKesson
was feeling constrained by the managed private cloud solution it was
using. The company needed a platform for developing, testing, and
deploying their fulfillment and logistics applications at scale and at speed.
They found what they needed in the public cloud and NetApp.

« o P NetApp

The McKesson IT team adopted a data fabric strategy. The team uses NetApp AFF
and NetApp E-Series flash storage in its data center while its public cloud is powered
by Cloud Volumes ONTAP in Azure. Today, McKesson benefits from:

v

v

Improved cloud performance at a much lower cost.

More responsiveness, so its IT team can effectively address the needs of
developers and business units.

Disaster recovery as a service (DRaaS) by using Azure Site Recovery to replicate
applications and virtual machines.

Seamless integration across the hybrid deployment with SnapMirror and Cloud
Volumes ONTAP replicating on-premises data to Azure.

B Read the full McKesson case study here

MCKESSON
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https://cloud.netapp.com/hubfs/Mellanox%20Case%20Study.pdf
https://cloud.netapp.com/hubfs/success-stories/CS-McKesson.pdf
https://cloud.netapp.com/blog/asr-migration-draas-solution

Financial services company enhanced
a VDI to meet increased WFH demands

In the ongoing work disruptions around the world, companies are trying
to act fast to set up new virtual desktop infrastructure (VDIs) or enhance
existing ones to meet the increased usage and demand. Here is a case
study of one company that turned to Cloud Volumes ONTAP to overcome
their VDI ramp-up challenges.

This company is a prominent US financial advisory enterprise that serves
over a hundred countries and markets with a global workforce in the
tens of thousands. They had already been using Cloud Volumes ONTAP
for Azure to meet their data retention, backup, disaster recovery (DR)
and availability use cases, while their self-hosted VDI solution was using
NetApp on-prem arrays to handle the SMB/CIFS file sharing element. In
the wake of the COVID-19 crisis, the company’s internal IT team had to
expand overnight the capacity of their self-hosted VDI environment in
order to meet the needs of thousands of employees beginning to work
from home. That’s when they turned to Cloud Volumes ONTAP.

Using the flexible and cost-effective pay-as-you-go (PAYGO) model, it took
the company’s IT team just over 24 hours to do three major tasks: deploy
three new Cloud Volumes ONTAP environments across three different
Azure regions, replicate their on-premises VDI data to the cloud instances,
and configure the instances to match the on-premises environment. This
quick adoptability ensured that the company’s global standards were
maintained, even during the increased usage.

OO N NetApp

The immediate benefits the company gained from deploying their VDI with Cloud
Volumes ONTAP include:

Being able to burst into Azure quickly and agilely to meet the WFH VDI demands
when the capacity of the self-hosted environment reaches its limit.

Seamless transfer of VDI data to and from the cloud with no need for re-formatting,
using SnapMirror data replication.

Enterprise-grade protection of VDI data in the cloud: Encryption of data at rest as
+ Wwell as automated backups using point-in- time incremental NetApp Snapshot
technology.

B Read the full blog post on this case study here

Financial Services
Company
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https://cloud.netapp.com/hubfs/Mellanox%20Case%20Study.pdf
https://cloud.netapp.com/blog/cvo-blg-covid-19-it-challenges-what-is-vdi-with-cloud-volumes-ontap
https://cloud.netapp.com/blog/automating-your-disk-backup-and-data-archive-part-2

Here are some other advantages that Galatz Radio gets from its Cloud Volumes
ONTAP deployment:

The company can have the same data storage management interface for its on-

premises and cloud-based assets through NetApp Cloud Manager. This intuitive
‘ interface provides full visibility and control across the company’s hybrid deployment

in a single pane.

Moving to the cloud, combined with Cloud Volumes ONTAP automated
' compression and deduplication storage efficiencies, has reduced the company’s
costs by 70%.

Using SnapMirror, the company can maintain a backup and recovery replica site
with excellent failure recovery metrics.



https://cloud.netapp.com/hubfs/Mellanox%20Case%20Study.pdf
https://cloud.netapp.com/hubfs/success-stories/GalatzRadio.pdf
https://cloud.netapp.com/blog/hybrid-cloud-storage-management-with-oncommand-cloud-manager
https://cloud.netapp.com/blog/lowering-cloud-data-storage-costs-with-ontap-cloud

The company chose Cloud Volumes ONTAP over other solutions for the following reasons:

Ease of implementation: The entire solution was deployed in a single day.

Superior manageability by using NetApp Cloud Manager as a single-pane data
storage management interface.

An in-cloud disaster recovery solution with the proven ability to recover quickly
from both local and full-region failure scenarios, with no data loss.

Online Fashion and
Cosmetics Retailer




Managed Services Provider runs
shared file systems in the cloud

This SAP full-service provider is the leader in the German-speaking
midmarket segment. It has more than 2,000 customers —mostly small to
medium businesses in manufacturing, consumer goods, and services. In
addition to SAP consulting and support, the company offers a range of fully
managed services, including hosting services on its own infrastructure,
cloud-hosted services, and end-to-end SAP application management.

The company was already using NetApp solutions for its on-premises
storage systems, so Cloud Volumes ONTAP for Azure was a natural choice
for moving services over to the cloud. The first clear benefit was the
seamless transition from NetApp on-premises data storage management to
Cloud Volumes ONTAP, with no need to retrain staff. All of its on-premises
processes and automation scripts worked “as is” on Cloud Volumes ONTAP.

« o P NetApp

Other benefits that the company has realized include:

High availability: With Cloud Volumes ONTAP high-availability (HA) pairs, the company
doesn’t need to close down its own services during maintenance, upgrades, or
updates. Site failure downtime can be limited to under 60 seconds, with no data loss.

A complete and fully managed cloud file share solution.

Strong automation capabilities, either by using REST APIs directly or by using the
Cloud Manager GUI. For example, Cloud

Volumes ONTAP instances are provisioned automatically when the company onboard
a new customer.

Good visibility into the environment through Cloud Manager.
Data protection through NetApp Snapshot technology.

Cost savings from deduplication and compression as well as from data tiering, which
automatically offloads code data to Blob Storage.

Managed Services
Provider
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https://docs.netapp.com/us-en/occm/concept_ha_azure.html
https://docs.netapp.com/us-en/occm/concept_ha_azure.html
https://cloud.netapp.com/blog/cloud-storage-costs-optimization-ontap-cloud

Now, the company gets all the same benefits in the cloud that it gets from its on-premises
environment:

File service solutions—both SMB/ CIFS and NFS—that work the same way in the
cloud as on premises

High availability support, using HA pairs

Data protection, backup, and disaster recovery through NetApp point-in-time, read-
only Snapshot copies

The ability to create writable cloned volumes from Snapshot copies by using
FlexClone

Meeting the strict compliance regulations through volume-level encryption of data at
rest and in flight

U.S. Insurance
Company
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Get more from Azure with Cloud
Volumes ONTAP

With all the compelling benefits of data storage in the cloud with Azure, there are still
considerable challenges to be addressed in order to ensure that data is available,
protected, secure, and compliant. Cloud data storage must also be carefully managed
in as automated a manner as possible to prevent costly sprawl and unnecessarily high
storage costs for inactive data.

NetApp’s Cloud Volumes ONTAP extends NetApp’s industry-leading enterprise data
management on-premises solutions to Azure cloud users Creating a seamless Data
Fabric across multicloud and hybrid architectures, Cloud Volumes ONTAP improves
the performance, availability and security of cloud native storage, while reducing
costs.

See how Cloud Volumes ONTAP for Azure can take your data management to the
next level.

- Start a free 30-day trial now
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About NetApp

In a world full of generalists, NetApp is a specialist. We’re focused on one thing, helping your business get
the most out of your data. NetApp brings the enterprise-grade data services you rely on into the cloud,
and the simple flexibility of cloud into the data center. Our industry-leading solutions work across diverse
customer environments and the world’s biggest public clouds.

As a cloud-led, data-centric software company, only NetApp can help build your unique data fabric,
simplify and connect your cloud, and securely deliver the right data, services, and applications to the right
people—anytime, anywhere.

To learn more, visit www.netapp.com
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